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What Kind of Information
Should Be Encrypted?

 Anything you don’t want someone
else to see...

— Passwords

— Medical

— Financial

— Insurance

— Sensitive correspondence




What is TrueCrypt?

* Free, easy to use encryption software
(open source®) i

 Available for Windows (XP, Vista, 7),
Mac OS X and Linux

* Protects folders & files are by strong
encryption

* Volumes (“Safes”/”"Vaults”) are virtual
disk drives within physical drives

* Available from |[()| or more directly;
excellent documentation at

* For information about Open Source, see



http://www.truecrypt.org/
http://www.opensource.org/
http://www.howstuffworks.com/question435.htm
http://www.truecrypt.org/downloads
http://www.truecrypt.org/docs/

Installing TrueCrypt :

il

e Goto http://www.truecrypt.org/downloads :

Latest Stable Version - 7.1

Windows 7/\Vista/ X/ 2000

Left-click » TrueCrypt Setup 7.1.exe (3.3 MB) | PGP Signature

Mac O5 X

.dmg package PGP Signature

Linux

{Select a package) -

.tar.gz containing an executable setup file PGP Signature



http://www.truecrypt.org/downloads
http://www.truecrypt.org/downloads
http://www.truecrypt.org/downloads

Installing TrueCrypt (cont,)

- — 5
Opening TrueCrypt Setup 7.1.exe u

You have chosen to open

=1 TrueCrypt Setup 7.1.exe

which is a: Binary File (2.7 ME)
from: http://www.truecrypt.org

Would you like to save this file?

L eft-click >| T | | Cancel |




Installing TrueCrypt (cont,) -

11l

[w Downloads L —

TrueCrypt Setup 7.1(1).exe 331 PM
3.3 MB — truecrypt.org

A Double-left-click*

:

Clear List |

*It may be necessary to enter Administrator password




Installing TrueCrypt (cont,)

p
% TrueCrypt Setup 7.1 =

Please read the license terms

You must accept these license terms before you can use, extract, or install TrueCrypt.

IMPORTAMT: By checking the chedkbox below, you accept these license terms and signify that you
understand and agree to them. Please dick the 'arrow down' icon to see the rest of the license.

Truelrypt License Version 3.0 F
Software distributed under this license is distributed on an "AS IS™ BASIS WITHOUT WARRANTIES OF D
AMNY KIMD, THE AUTHORS AND DISTRIBUTORS OF THE SOFTWARE DISCLAIM ANY LIABILITY.
AMYOME WHO USES, COPIES, MODIFIES, OR (RE)DISTRIEUTES ANY PART OF THE SOFTWARE IS, BY
SUCH ACTIOM(S), ACCEFTING AND AGREEING TO BE BOUMD BY ALL TERMS AND COMDITIONS OF
THIS LICEMSE, IF YOU DO MOT ACCEFT THEM, DO NOT USE, COPY, MODIFY, MOR (RE)DISTRIEUTE
THE SOFTWARE, MOR. ANY PART(S) THERECF,

1. Definitions

1. "This Product” means the work {induding, but not limited to, source code, graphics, texts, and -

¥ 1accept the license terms  Check the box

TrueCrypt Installer
Help | « Back I Mext = I Cancel |

Left-click on “Next” A
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Installing TrueCrypt (cont,)
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[ |

-
t= TrueCrypt Setup 7.1

Wizard Mode
Select one of the modes. If you are not sure which to select, use the default mode.

« mstal € Select this option

Select this option if you want to install TrueCrypt on this system,

™ Extract

If you select this option, all files will be extracted from this package but nothing will be
installed on the system. Do not select it if you intend to encrypt the system partition or
system drive, Selecting this option can be useful, for example, if you want to run
TrueCrypt in so-called partable made, TrueCrypt does not have to be installed on the
operating system under which it is run. After all files are extracted, you can directly run
the extracted file TrueCrypt.exe' (then TrueCrypt will run in portable mode).

TrueCrypk Installer

Help | < Back I Mext = I Cancel
Left-click on “Next” A
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Installing TrueCrypt (cont,)

r
teb- TrueCrypt Setup 7.1 =l

Setup Options

Here you can set various options to control the installation process.

i Please select or type the location where you want to install the TrueCrypt program files. If the
il spedfied folder does not exist, it will be automatically created.

I C:\Program FilesiTrueCrypt}, Browse... |

v Install for all users

¥ add TrueCrypt to Start menu

¥ Add TrueCrypticon to desktop

[¥ Assocate the . tc file extension with TrueCrypt
¥ Create System Restore point

TrueCrypt Installer

Help | < Back I Install I Cancel

Left-click on “Install” A
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Installing TrueCrypt (cont,)

[ | 11

* You will notice numerous files being :
installed in C:\Program Files\TrueCrypt

* You will be asked to contribute a donation




Installing TrueCrypt (cont,)

oo oo L I

|"|

TrueCrypt has been successfully installed € NOTE

Flease consider making a donation. You can dick Finish anytime to dose the installer,

If you have never used TrueCrypt before, we recommend that you read
the chapter Beginner's Tutorial in the TrueCrypt User Guide. Do you
want to view the tutorial?

TrueCrypt Inskaller
Help < Back Finish Cancel

| & !
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Creating a TrueCrypt
Volume (“Safe”/"Vault”)

* Invoke TrueCrypt
— From a shortcut on the desktop
— From an object on the Taskbar

— Start = [key] TrueCrypt = [double-left-click]
TrueCrypt




Volumes System Favontes Tools Settings  Help Homepage

Drive | Volume Size | Encryption algaorithm Type -
walt [
it
a5
a*H.
[
]
=
]
it M1
M
i (0]
P

i ()

V Left-click on “Create Volume”

Create Yolume

Volume

| ﬂ Select File...

Select Device. .,

Volume Tools, ..

v Mever save history |

| Auto-Mount Devices Dismount Al




TrueCrypt Volume Creation Wizard

More information
{" Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external
drive {e.qg. a flash drive). Optionally, creates a hidd

{" Encrypt the system partition or entire system drive

Encrypts the partition/drive where W : installed. Anyone
nts 1o gain acc !

vord each time
ptionally, creates a hidden system.




[ TrueCrypt Volume Creation Wizare EEr——=

Volume Type

(* Standard TrueCrypt volume € Select this option

Select this option if you want to create a normal TrueCrypt
volume.

(" Hidden TrueCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume,

More information about hidden volumes

Help Cancel



E‘ TrueCrypt Volume Creation Wizar

Volume Location

Left-click on A
“Select File”

A Tru::l_r-. /pt volume can reside in a file (called TrueCrypt container),
n reside on a hard disk, on a USE flash dri
ry l:lt container is just like any normal file (it can be, for
|-'|:| or |:||-||-t|-|:| as any norm 1al ﬁl"' ( il 25 En:t File' to

il MOT encrypt
W |:| .:|r||:| n-|:|| l:E|:| v 'It|'| thl-' . ated
it l:l:lrlt.:llru-'r You v I||| |:n=' E||:|||- to enary pt existing files (Jater
J yoLl are about
to cre .:ltl-' no l' !,




Specify Path and File Name

x_d,t’”\:_,/' Al 2 » Lormmn »

Organize = Mew folder

= Pictures i AppData Virtual Machines
B videos - Contacts | | NTUSER.DAT
j Desktop

t-a Homegroup # Downloads
{ Favorites
'-l-, Computer P Links

i Local Disk (C:) || My Decuments € Select this option
Jf My Music
= My Pictures
/M GAR-1 & My Videos

% GAR-2 # Saved Games
M GARSON3

ti_- Metwork

L Searches

File name: |

Save as type: |AII Files (*.%)

< Hide Falders




specify Path and File Name

e -
@U¢| v Lorrin » M}fDELIr‘I'IEr'ItE » 4 NOTE "|*‘.‘l"|| -

Organize = Mew folder

k| Pictures

ﬂ Videos
*& Homegroup

‘M Computer

£L, Local Disk ()

ti_- Metworlk
M GAR-1
M GAR-2
M GARSONS3

File name:

Save as type: |AII Files (*.*)

«  Hide Folders

.

IR

7R More

2011-07-10 HP h8xt Computer

Ann's Documents, Partial Wearld Cruise
Ann's PST Files From Backup

Belarc Advisor--Sony Laptop 2011-10-17
Bluetooth Exchange Folder

George Dilboy Presentation

M5-Word Templates 2007

My RoboForm Data

Presentations

Sony Laptop Information

Tempaorary Internet Outage
| Ad-Aware Log.bt
Wl Ann.docx
1] Clip Transfer Decument.docx
| | GARBAGE
] Google Voice Brief Instructions.docx
] Google Voice Motes.docx
Iﬁﬂ Greetings frem Ann & Lorrin #1.docx
] Hi Judy.docx
#l1HP ProLiant N40L 1P 2GB.docx
l] Replacing License Plates.docx

| <4 Name given to the Volume (“Safe”/”Vault”)

| | Cancel




TrueCrypt Volume Creation Wizard

Volume Location

C\Usersi\Lorrin \Documents \DEMO Select File., ..

[ |'|l_ll_l_|: a 11I--r|.:|r|u~ far 1:|'|_ l:l:lrlt.:llru-'r .:|ru:| to select 1:|'||: l_ll_.:ltll in W '|'||-'rE
you wish the container to be oreated.,

eCrypt will MC IT encrypt

pt container. You wil be able to enorypt g 11||:_ (later
wing them to the TrueCrypt container that you are about
to |_r|-.:|t|- MW,

A NOTE Warning




E' TrueCrypt Volume Creation Wizar

Encryption Options
V¥V NOTE

Encryption Algarithm

-

More information on AES Berchmmark

Hash Algorithm

RIFEMD-1a&0 Information on hash algorithms

A NOTE

Help |




| 3 TrueCrypt Volume Creati

V¥ NOTE
" KB {" MB {* GB

Free space on drive C:\ is 286.10 GB

Please specify the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter wil
specify its maximum possible size.

Note that the minimum possible size of a FAT volume is 292 KB.
The minimum possible size of an NTFS volume is 3792 KB.




TrueCrypt Volume

Volume Passwordy \oTE

pass-'-lno(d: ' « I>r""y'SEUEtSthf314l 21 Chars

Conﬁrm::"i ><>MySecretStuff3141|

| Use keyfiles ‘

Iv Display password

Itis very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary (or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to
guess. A good password is a random combination of upper and lower
case letters, numbers, and spedal characters, suchas @ *=§* +
etc. We recommend choosing a password consisting of more than 20
characters (the longer, the better). The maximum possible length is 64
characters.

Help < Back | Next > I Cancel



g TrueCrypt Volume Creation Wizard

Volume Format
VNOTE: FAT is the default

Options

Filesystem |[Jyy;  Jd ClusterlDefault v| | Dynamic

Random Pool: 38BE323DD783B2E1
Header Key:
Master Key:

Done Speed Left

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, . This significantly
increases the cryptographic strenath of the encryption keys. Then
dick Format to create the volume.

Help < Format Cancel
|

Move the mouse around as randomly as possible for awhile,
then left-click on “Format”



[ TrueCrypt Volume Creation Wizare

Volume Created

The TrueCrypt volume has been created and is ready for use. If you
wish to create another TrueCrypt volume, dick Next. Otherwise, dick
Exit.




E—— YT
TrueCrypt Volume Creation Wizard - ‘

0‘ The TrueCrypt volume has been successfully created.

.
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Using TrueCrypt:
Demonstration

Opening a TrueCrypt volume (“Safe”/"Vault”)

— DEMO, PW = <><O>MySecretStuff3141
* Accessing the contents
 Adding a file or folder
* Deleting a file or folder

* Closing a TrueCrypt volume (“Safe”/"Vault”)*

*Closing a TrueCrypt volume encrypts its contents
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Other Encryption Software

1l

11 1l

Cryptainer; free to $30, $45 & $70. See

Folder Lock; free and $40. See
SensiGuard; free and $39. See
SafeHouse; free and $30 & $60
CryptoForge; $30 to $40. See
PGP (Pretty Good Privacy*); free

*For information on PGP and the criminal

investigation of Phil Zimmermann see



http://www.cypherix.com/cryptainerle/
http://www.sensiguard.com/
http://www.newsoftwares.net/folderlock/
http://www.cryptoforge.com/
http://www.safehousesoftware.com/
http://www.pgpi.org/
http://www.cypherix.com/cryptainerle/
http://en.wikipedia.org/wiki/Pretty_Good_Privacy
http://www.philzimmermann.com/EN/background/index.html
http://www.skypoint.com/members/gimonca/philzima.html

What how?
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The End
Thank you!



